Chapter 20 Safety Programming in the PLC

Introduction

In engineeringredundancys the duplication of criticatomponent®r functions of a system with the
intention of increasing reliability of th&ystem usually in the fornof a backup ofail-safe or to
improve actual system performance.

In manysafetycritical systemssome parts of the control system may be triplicatduch is formally
termedtriple modular redundandfMR). An error in one component may then be-woied by the

other two. In a triply redundant system, the system has three sub components, all three of which m
fail before the systa fails. Since each one rarely fails, and the sub components are expected to fall
independently, the probability of all three failing is calculated to be extraordinarily small; often
outweighed by other risk factors, suchhasnan errar Redundancy sometimes produces less, instead
of greater reliabilityi it creates a more complex system which is prone to various issues, it may lead
human neglect of duty, and may lead to highredpction demands which by overstressing the system
may make it less safe

What is the difference between fatdterant designs and faslafe designs? A fadtblerant system is
designed to avoid total service failure caused by faults at any single pgidally, a faulttolerant

design applies redundancy or multiple safety barriers to enable the system to continue its intended
mission, possibly with reduced performance or increased response time in the event of some partia
failure, rather than to fadompletely. An example of a fattblerant design is an aircraft with multiple
engines, so that it will keep flying even if one of the engines failed. A& system is designed to

fail in a safe and controlled manner, so that the failure will ncarger lives or properties, or at least
be no less safe than when it is operating correctly. For example, the brakes on a train are designed
apply when the brake control system fails, to ensure safety by stopping the train. It must be noted tl
a fail-safe system can also suffer ‘wresigle failure', as when, for example, a malfunctioning traffic
light shows green rather than flashing red or goes dark; but is to have a very low probability of this
occurring. In some cases, it may not be acceptable éobooaven more failures to cause a system to
cease functioning. Unlike a feslafe system that puts safety ahead of function or mission objective, a
failoperational' system will continue to operate in spite of control systems failure. An example is the
thermostats in home agonditioners.

PLC Systems use F8#éfe Technology

Industrialautomation is now considerably more flexible and open. Modern machines and systems &
stand out due to their significantly increased productivity. This is due in no small part to the fact the
relay technology has been replaced by the freely progrataroabtroller and decentralizatiérat

least for demanding applications. In spite of this change in technology, very different products and
systems were often used until now for safatignted functions and standard tasks. If more complex
safety taskare involved, however, the efficiency of an automation solution can be significantly
increased even if the safety technology consistently follows the trend toward intelligent PLCs.

A fail-safe PLC serves to control processes and immediately switchesiter state or renmai in the
current state if a fault occurs. It provides an integrated, efficient safety solution in systems with
increased safety requirements.

Programming is doni& Siemens PLCasing the Step 7 languages LAD and FBD and Td¢¢vified
(German Technical Inspectorate) function blocks. The connection to the standard andrisaftsg
modules can be optionally made via PROFINET, the open Ethernet standard or viBBSOF
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The European guidelines apply today as those that reflect the highest safety standard and are acce
far beyond the boundaries of Europe. In order to ensure the functional safety of a machine or syste
the safetyrelevant parts of the protective andttol systems behave in such a manner in the event of
a fault that the system remains in a safe state or is put into a safe state. To this end, special
requirements that are defined in standards are placed on the products. Corresponding product
certificaes can document the compliance with these standards.

Any possible hazards to people and the environment cannot just be averted at the national level. T
must always comply with the regulations and rules of the location where the machine or system is
operated. Thus the free exchange of goods within the framework of global markets requires
internationally agreed codes of practice.

Safetyrequires protection against a variety of risks. These can be overcome as follows:

1 Design in accordance with rigkducing design principles and risk assessment ahtdehine
1 Technical protection measures, if necessary by the use of-sali@iyd controllers
1 Electrical safety

Functional safety involves the part of the safety of a machine or plant that depehesomndct
function of its control or protection equipment.

The analysis of risk follows a set procedure.

BGIA is now IFA

The name BGIA for years was associated with the German insurance industry responsible for settir
up rules for plant safety orawkplace safety. Theew name reflecta change in social accident
insurance

The research institutes of the German Social Accident Insurance (DGUV) received new names and
abbreviations. As of 1 January 2010, the former BGIA in Sankt Augustin is noanbed the

"Institute for Occupational Safety and Health of the German Social Accident Insurance”, abbreviate
as "IFA". Why look to Germany? They have traditionally led the way in quantifying safety in the
workplace.

The Internet address of the institateanged accordingly:

As of 1 January 2010, the Institute for Occupational Safety and Health of the DGUV (IFA) is to be
found atwww.dguv.de/ifa

Application of the Mahinery Directive 2006/42/EC [1] has been mandatory since 29 December 200¢
The directive lists products that are described as "logic units to ensure safety functions”. These
products are stated in Annex IV of the Machinery Directive. This appendix leEdsigs which owing

to their function are a source of particularly high hazards in the event of a fault. Accordingly, stricter
requirements apply to the conformity assessment method. The affected components and the possit
assessment methods are statedvoel

1 What products are described as "logic units to ensure safety functions"? Products are affected by
provision when:

a) they are safety components (see below) and are therefore governed by the Machinery Direct
and
Ch 20 Safety Programming in the PLC 2


http://www.dguv.de/ifa/index-2.jsp

b) they are "logic uniti ensure safety functions” in accordance with Annex IV, No. 21 (see
below).

Concerning a): safety component in accordance with the Machinery Directive Article 1 of the
Machinery Directive states its scope. The products considered here fall undetyctsafponents. In
Subpoint c), Article 2 contains the definition of a safety component:

c) fAisafety component o means a component

A which serves to fulfil a safety functio
A which is independently placed on the ma
A the fail ur eofwhicléndangemthd shfetynotpersoas, and

A which is not necessary in order for the

components may be substituted in order for the machinery to function.

If the above definition is applied for example teadety PLC (Programmable Logic Controller), the
following conclusion is reached: a safety PLC

A s er v dasafetpfunttiod f i |

A is placed i nde p einisinetsuppligd salely fitiechtea nrachingk e t
A endangers the safety of persons in the
A is not necessary for the machinery to f

safety functions, or can be sulstéd by a conventional PLC for the purpose of the
functioning of the machine, if non safety related functions are also performed.

Under the provisions of the Machinery Directive, a safety PLC is therefore classified as a safety
component. As this exampdiows, the definition applies both to products which are employed solely
for safety functions and to products which at the same time fulfil both safety functions and machine
functions. An additional aid for determining whether a component is a safetynentgan be found

in Annex V of the Machinery Directive. This contains a @xhaustive list of safety components.
Concerning b): logic units to ensure safety functions The background to the inclusion of these
components in Annex 1V is the growing usdwifctional safety products in machine controls. The
Machinery Directive also |Iists the "l ogic un
define these components. Clarification is provided by the "Guide to application of the Machinery
Directive 2006/42/EG" [2]:

Logic units to ensure safety functions
In accordance with Annex IV of the Machinery Directive

On 29 December 2009, application of the new Machinery Directive, 2006/42/EC, becomes mandatc
One of the associated changes concernsc'lagits to ensure safety functions”. These are now
referred to in Annex IV of the directive. This product group is not precisely defined, however. Owing
to the reference to these products in Annex IV of the Machinery Directive, stricter requirements app
to the conformity assessment procedure for application of the CE mark.

For the purpose of defining logic units to ensure safety functions, the IFA has matielaavailable

for download in which it classifies the components frequently employed in neacbintrols. The
products concerned include safety PLCs (programmable logic controllers), power drive systems wit
integrated safety functions, safety switchgear, and any components for which the manufacturer stat
Category, Performance Level or Safetiegrity Level. The classification of a component as a "logic
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unit to ensure safety functions" constitutes an estimation made by the IFA in liaison witGethmem
test bodies.

A risk is defined below:

Risk 152 Severity and Probabillity of occurrence of
fun
refated to the ;,N“OF of the possible ol
considered danger harm for the Frequency and duration of
considered danger exposure

Probability of occurrence of
the dangerous event
Possibility to avoid or limit
the harm

A process to reduce risk is defined as:

S
!

Determine the machine limits

-

Kdentify the hazard ( Risk analysis ] (Risk assess'nemj

\

Estimate the nsk

l

Evaluate the risk

Reduce the nsk

Risk reduction and the selection of appropriate safety measures are not part of the risk assessment process
For a further explanation, refer to Section 5 of EN 292-1 (1991) and EN 292-2.

Independent safety devices may be used in the design of a safety system. Two such devices are g
below. The first is a safety relay. The second is altarmmd safety circuit. Both are staabne and

are not to be incorporated in the PLC system dtiaar as an addn to an existing PLC system. They
have been supplanted by the safety PLC with the function of these denogsorated into the PLC
itself after 2003 and the changes in standards permitting safety functions to be allowed inside the P

Ch 20 Safety Programming in the PLC 4



Movement into Safety

Some years ago, | hadparttime job with a local machine builder. This individual provided all
electrical control equipment except a program. That job was left to me. Most of the projects involve
a press of some kind. They were slow and used pneumatic power to pressathal for a car hood
liner. All had two buttons to start the press. They were spaced far enough apart that the operator c
not operate both with the same hand. Both hands had to be in a position away from the press far
enough that they were safadut of the way of the movement of the press down.

Left Start Right Start
Button Button

@ @ AT . a B TSIUNSCTNTAN
- L " v v v . Y

In those early days, the buttons wpregrammed in the PLC. There was about a half second time
delay allowed between the two buttons turrtimgnnitiatethe press to start. Any delay beyond the
half second would have hallow the press to begin

Later, there was a device that handled this action with an output that allowed the PLC program to
execute. The device was similar to the one below.

Since ve have heard much from Siemens and ABeadley in this text, wgive time toanother voice

T Schneidei the French automation giant who is the owner of multiple PLCs including the original
PLCT Modicon. The following, however, are not PLCs but ratliscrete devices that poated

PLCs for safety functions:

Schneider Electric XPSBF1132P

SAFETY RELAY FOR TWO HAND CONTROL STATIONS, OUTPUT: 2; AUX: 2 SOLID STATE; 24
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Operating principle

Two-hand control stations are designed to proyideection against hand injury. They require
machine operators to keep their hands clear of the hazardous movement zone. The disaraf two
control is an individual protective measure, which can safely protect only one operator. Separate tw
hand contrbstations must be provided for each operator in a multyaiker environment.

Safety modules XPSBA, BC and BF for thiand control stations comply with the requirements of
European standard EN 574/ISO 13851 for-tvemd control systems.

The control stabns must be designed and installed such that they cannot be activated involuntarily
easily rendered inoperative. Depending on the application, the requirements of type C standards
specific to the machinery involved must be met (additional personaictiot methods may have to

be considered).

To initiate a hazardous movement, both operators-ftaa control pushbuttons) must be activated
within an interval y 0.5 s (synchronous activation). If one of the two pushbuttons is released during
hazardousperation, the control sequence is cancelled. Resumption of the hazardous operation is
possible only if both pushbuttons are returned to their initial position and reactivated within the
required time interval.

The control sequence does not occur if:

ABoth two-hand control push buttons are pressed during a time period greater than 0.5 seconds,
A A -girtuit is present in a push button contact,
A The feedback louwp is not closed at start

The safety distance between the control units and thedmmarzone must be sufficient to ensure that
when only one operator is released, the hazardous zone cannot be reached before the hazardous
movement has been completed or stopped.

XPSBA

This module is designed for use on lighter duty applications where-aama control function is
desired, but where the safety category is B or 1 (per ENLY34d the twehand control requirements
meet Type Il A (per EN 574).

This module is not to beused for applications, such as presses, which require a Type Ill C
module or where the application is not a category B or 1.

For press applications, for applications in category 2, 3, or 4, or if application calls for a Type Il C
module, use XPSBC orBSBF module.

XPSBC and XPSBF
These modules can be used on applications, such as presses, which require a Type Ill C module. T
XPSBC and XPSBF can be used for a4wemd control application, including presses and similar

equipment.

This device has beaeplaced in most applications by an instruction in the PLC, specifically a safety
PLC with the safety instruction pagproved for the purpose.
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Legal requirements and standards regarding safety at work in North America

An essentiatlifference between the legislation associated with safety at work between North Americ
and Europe is the fact that in the US there is no standard legislation regarding machinery safety the
addresses the responsibility of the manufacturer/supplier. Eharmgeneral requirement that the
employer must provide a safe place of work.

UST general

The Occupational Safety and Health Act (OSHA) from 1970 is responsible in regulating the
requirement for employers to ensure safe working conditions. The cplieereents of OSHA are
|l isted in Section 5 ADuti eso:

(a) Each employer
(1) shall furnish to each of his employees employment and a place of employment which are
free from recognized hazards that are causing or are likely to cause death or serious
physical harnto his employees;
(2) shall comply with occupational safety and health standards promulgated under this Act.

The requirements from the OSH Act are administered and managed by the Occupational Safety an
Health Administration. OSHAleploys regional inspectors who check whether workplaces fulfill the
applicable regulationsThe regulations, relevant for safetyadrk of the OSHAare defined and
described in OSHA 29 CFR 19i8x.

The following is stated at the beginning of the regulations for the Safety and Health Program:
(b)(1) What are the employerds basic obliugati on:

safety and health program to manage workplace safety and health to reduce injuries, illnesses and
fatalities by systematically achieving compliance with OSHA standards and the General Duty Claus

And later
(e) Hazard preention and control
(e)) What is the employerds basic obligation?

comply with the hazard prevention and control requirements of the General Duty Clause and OSHA
standards.

(h)(6)(xvii)

Controls with internally stored pgrams (e.g., mechanical, eleetn@chanical, or electronic) shall

meet the requirements of paragraph (b)(13) of this section, and shall default to a predetermined saf
condition in the event of any single failure within the system. Programmable castratieh meet

the requirements for controls with internally stored programs stated above shall be permitted only if
logic elements affecting the safety system and point of operation safety are internally stored and
protected in such a manner that tiseynot be altered or manipulated by the user to an unsafe
condition.

The OSHA regulations define minimum requirements to guarantee safe places of employment.
However, they should not prevent employers from applying innovative methods and techniques, e.(
A s t atheartpmtiective systentan order to maximize the safety of employees.

In conjunction with specific applications, OSHA specifies that all electrical equipment used to prote
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employees, must be certified for the intended application by enadlii recognized testing laboratory
(NRTL) authorized by OSHA. OSHA requires that all electrical products used by employees must t
treated and approved for their intended use by an OSHA Approved Nationally Recognized Testing
Laboratory.

NFPA 79

This Sandard applies to the electrical equipment of industrial machines with rated voltages less tha
600 V (a group of machines that operate together in a coordinated fashion is considered as a mach

The comparison of European SIL and US Category (€at)own below. Category 3 and 4 require
safety equipment installed to protect employees.

Fig. 213
SIL necessary (o fulfill specific categories

The structural features include:

Category 3 in Appendix B of 150
13B849-1(rev) is listed here as example
of a designated architecture:

+ 11 and 12: Sensors 1 and 2 (e.qg. two
position switches with positively
opening contacts)

+ L1 and L2: Logic units 1 and 2 (one
safety relay e.g. already includes
these two units)

+ 01 and O2: Actuator 1 and 2
(e.g. two comtactors)

+ A redundant structure

+ Monitaoring sensors
(discrepancy monitoring)

+ Monitoring enable circuits
{(monitoring, comparable with
the feedback circuits today)

Today, this architecture is already im-
plemented in practice when applying
ENG54-1.

Sensor Logic Actuator
Monitorin
Input signal f— — — TH_ ——=
IEI —_— L Cutput signal
—_— s
o~
Test signal
Monitori
Input signal — SETE
IE' S— L2 Dutput signal
—’
Fig. 226

Architeciure for Category 3 aoc. fo IS0 138491 (rev)

2.7 Specification and
design of safety-rele-
vant controls for machi-
nes in the United States.

Regulations and guidelines are covered
in RIA15.06:1999, ANSIB11.19,
B11.TR-3 and B11.TR-4 for example.
You will find informational only refe-
rences to the |EC, 50, and EN stan-
dards in the appendix section of these
requlations.
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A Look at Siemens Safety PLCs and Interlock Mechanisms

The following is a lecture given at a vendor school. It is reviewed here by permission from the
presenters:

The necessary steps towards a safe machine can be illustrated with a process chain.

Risk assessment Risk reduction

Cutting disc > Cutting off
Chips > Cutting, penetrating

Transport rollers > Crushing and shearing
\i= —‘—ﬁ".ex{‘v.-

Clamping plates > Crushing

European Union : USA:
SAURILM I ';’ - — gy
.
b=
e %
Pushrmerer Cuwss o Cayeariy 1]
;_;:‘.:7':—._ 5 uu--a.~~.c-v-
o *
g =N
L) {E
A e 4] =
R B ria
=
ANSI B11.19 ANSI/ RIA 15.06 ANSIASSE Z244.1
DIRECTIVE 2006/42/EC
(Machinery Directive)

The following standards should be applied for the techniques to evaluate and assess these risks:

For USA: ANSI B11.0 - 2010, Safety of Machinery; General Requirements And Risk Assessment.

For Europe: EN I1SO 12100 "Safety of machinery — basic terminology, general principles for design — risk assessment & risk reduction®

Risk assessment Risk reduction

Risk assessment

Risk reduction
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The measure for achieved functional
safety is the probability of dangerous
failures, the fault tolerance and the
quality that is to be guaranteed as a
result of freedom from systematic
fauits. It is expressed in the
standards using different terms

\ PLb

PLe | SIL3XSIL1 ‘

\ siL2\/ PLc

PLd

$ = Sovority of injury

§1 = Shght (usually reversible) injury

§2 * Sovere (usudlly IMoversidie) nury, ndludng
doath

F = Frequency and/or duration of exposure 1o

F1 = Rare to often and/or short exposure to hazard

F2 = Frequent 1o continuous andion ong exposure
© hazard

P = Possibility of 9 the hazard or
2ing the injury

P1 = Possible under certan conditions

P2 = Hardly possibie

2,0, ¢, d, o = targets of the safety-related
pecformance level

Standard Switch and Contactor
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PL a allows

- NO contacts for
- Enabling
- Two-hand control
- Restart

PL b requires
- Sensors with positive
opening contacts
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PL ¢/ SIL 1 requires
- Sensors with positive
opening contacts

Safety evaluation unit rated
to SIL 1

~— . Feedback loop from
contactor's NC contacts

PL d / SIL 2 requires
- Sensors with positive
opening contacts

- Safety evaluation unit rated
toSIL2

- Feedback loop from
contactor’'s NC contacts

" Redundancy in sensor
contacts

-~ Redundancy in contactors

PL e/ SIL 3 requires
- Sensors with positive
opening contacts

- Safety evaluation unit rated
toSIL3

- Feedback loop from
contactor’s NC contacts

- Redundancy in sensor
contacts

- Redundancy in contactors

‘m Separate channels of
evaluation for sensors

oVvDC

Ch 20 Safety Programming in the PLC 11



-

$5-35F

Bl

B —
$7-400FH

$7-300FI400F

Classical principle of an F-controller: Structural
redundancy (HFT)
+ Two (or more) identical controllers

« All are executing the same program
« Results are compared

e.g. S5-95F

Principle of Safety Advanced F-controllers:
Coded processing
« Generates a coded user
F-program via the F-Compiler (diversity)
- Sequential program processing uncoded
and coded (time redundancy)
+ Results are compared

e.g. S7-1500

~ Operation

Coded
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=-40058
Coded

Time redundancy and diversity

perators — Operation Qutput

Coded Coded

Operators ~ Operation Output
Time redundancy Time
Time redundancy and diversity
- ==
Operators — Operation Output
%= Comparison
Y. =fly)
Coded __ Coded Coded
Operators Operation Output
Time redundancy Time
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